
MIN Faculty
Department of Informatics

Department and TAMS IT infrastructure
Introduction for new colleagues

Andreas Mäder

University of Hamburg
Faculty of Mathematics, Informatics and Natural Sciences
Department of Informatics
Technical Aspects of Multimodal Systems

18-apr-2017

A. Mäder – TAMS infrastructure 1 / 67



Outline
Web resources Infrastructure TAMS CML

1. Web resources
Department of Informatics
University of Hamburg

2. Infrastructure
Accounts and access
Filesystems
Services
Terminal server
Software

3. TAMS
Hard-/Software
Infrastructure and Services
Web-Server

4. CML

A. Mäder – TAMS infrastructure 2 / 67



Web – Department of Informatics
Web resources Infrastructure TAMS CML
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Web – Department of Informatics (cont.)
Web resources Infrastructure TAMS CML

https://www.inf.uni-hamburg.de/
I german and english version
I some pages are only in german
I some menu items missing in english version
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Department – Computing Center: “IRZ”
Web resources Infrastructure TAMS CML
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Department – Computing Center: “IRZ” (cont.)
Web resources Infrastructure TAMS CML

https://www.inf.uni-hamburg.de/inst/irz.html
I information on central services

I login and accounts
I e-mail
I printing
I access for (private) laptops / devices
I . . .

I several HOWTOs (mostly in german language)
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Web – Intranet, Department
Web resources Infrastructure TAMS CML
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Web – Intranet, Department (cont.)
Web resources Infrastructure TAMS CML

https://www2.informatik.uni-hamburg.de/intranet/
I phone and member lists (searchable)
I mailing lists tams@informatik.uni-hamburg.de
I forms and templates
I . . .
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University – Computing Center: “RRZ”
Web resources Infrastructure TAMS CML

A. Mäder – TAMS infrastructure 9 / 67



University – Computing Center: “RRZ” (cont.)
Web resources Infrastructure TAMS CML

https://www.rrz.uni-hamburg.de/
I information on central services
I several HOWTOs (mostly in german language)
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Web – Intranet, University
Web resources Infrastructure TAMS CML
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Web – Intranet, University (cont.)
Web resources Infrastructure TAMS CML
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Web – Intranet, University (cont.)
Web resources Infrastructure TAMS CML

https://www.intranet.uni-hamburg.de/
I lots of administrative stuff
I forms and templates
I . . .
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University – Lecture portal: STiNE
Web resources Infrastructure TAMS CML
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General access
Web resources Infrastructure TAMS CML

Accounts and login
I Department of Informatics

I your “standard” account
I all computers, all operating systems:

Windows, Linux, MAC OS (every computer on campus)
I your personal files are on central fileserver

data and file access
I services: e-mail, printing, vpn
I technically: LDAP + Kerberos tickets

I University computing center: B-login
I BAE〈nnnnn〉
I services: Lecture portal, Intranet
I e-mail (we don’t use). . .
I unified access, will soon replace in-login

I University computing center: in-login
I in〈xxnnn〉
I services: eduroam
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General access (cont.)
Web resources Infrastructure TAMS CML

Computers
I Desktop PCs

I domain integration INFORMATIK
I TAMS subnet 134.100.13.xxx
I full network access

I Laptops
I domain integration for wired connection
I no access to fileserver ⇒ ssh needed
I wireless: use “eduroam” or “UHH” + vpn (see below)

I private devices
I wired: only special ports + vpn

wireless: use “eduroam” or “UHH” + vpn (see below)

A. Mäder – TAMS infrastructure 16 / 67



WLAN access
Web resources Infrastructure TAMS CML

A. Mäder – TAMS infrastructure 17 / 67



WLAN access (cont.)
Web resources Infrastructure TAMS CML

several WLAN nets
eduroam University / research accounts

I works “out of the box”
I direct access to internet
I external ⇒ for department services add VPN

UHH Department account required
I enables access to authentication only
⇒ VPN login as second step

INFFUL special net for dedicated hardware
I Robot-Platforms: TRIXI, Turtle-Bots etc.

GUEST for temporary Department accounts
I apply for these accounts in advance at IRZ
I a few days validity
I guest access to internet
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Filesystems
Web resources Infrastructure TAMS CML
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Filesystems (cont.)
Web resources Infrastructure TAMS CML

I on centralized fileserver (Windows Server)
I access from all client OS / Department PCs

Windows, Unix, MacOS

Windows
I network drive
I home directory: automatically mapped as Z:

Linux / Ubuntu
I NFS4-based (fstab + automount)
− permission translation:

Windows ↔ (Posix ACLs)
↔ simple Unix groups: ugo and rights: rwx

⇒ best practice
I Linux: use chmod and umask
I full access requires Windows!
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Filesystems (cont.)
Web resources Infrastructure TAMS CML

− protocol overhead, slow
⇒ use local disk /homeL/〈user〉

WARNING: no backup
Ask me for preparation
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Filesystems – Linux
rzfilesrv2:/informatik2/tams
Web resources Infrastructure TAMS CML

I accessible, writable to all TAMS members (except home)
⇒ be aware of permissions!

I different roles, backup strategies umask

home standard user directory: home/〈user〉 022/027/077
I group and other access: data/paranoia dependent
I daily backup
⇒ do not use for mass data, backup problem

intern TAMS only; NDA and copyrighted material 007/027
I e.g. conference proc., subtree proceedings/
I weekly backup

projects project specific files 002/022
I external access (special accounts), restrictions
I weekly backup

public Web-contents 002
I TAMS www-data: www/htdocs/
I weekly/daily backup
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Filesystems – Linux (cont.)
rzfilesrv2:/informatik2/tams
Web resources Infrastructure TAMS CML

repositories Git- and Subversion data 002
I problem: no project specific access control
I weekly/daily backup

scratch as indicated: temporary mass, raw data 002/007/027
I e.g.: experiment data (logs, videos etc.),

ML training data. . .
I no backup

software installed software 002/022
I EDA tools (VLSI-, FPGA-, PCB-design and simulation),

Matlab, Arduino IDE
I TAMS developed software ⇒ your digital legacy!
I out-of-date: Eclipse, TeXLive,

misc. open source tools for TASER
I weekly/monthly backup

. . . obsolete; do not use!
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home/〈user〉 on external PCs
Web resources Infrastructure TAMS CML
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home/〈user〉 on external PCs (cont.)
Web resources Infrastructure TAMS CML
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E-mail server
Web resources Infrastructure TAMS CML
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E-mail server (cont.)
Web resources Infrastructure TAMS CML

mailhost.informatik.uni-hamburg.de
I incoming and outgoing mail server
I setup: IMAPS (preferred method) or POP3S protocol
I authentication with Department account
I see: HOWTOs for Windows / Linux
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E-mail server – Web frontend
Web resources Infrastructure TAMS CML
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Printing
Web resources Infrastructure TAMS CML
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Printing (cont.)
Web resources Infrastructure TAMS CML
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Printing (cont.)
Web resources Infrastructure TAMS CML

I central print server linuxprint
I Windows / Linux / MacOS access
I should be preinstalled on Department PCs

new installation: Administrator/root access required
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Printer queues
Web resources Infrastructure TAMS CML
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Printer queues (cont.)
Web resources Infrastructure TAMS CML

I special queues in IRZ (hold): A3 paper, fast mass printing
I ..._fa4 A4 paper, color

..._sw A4 paper, black/white
I f312_fa4 our color laser printer
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SSH server
Web resources Infrastructure TAMS CML
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SSH server (cont.)
Web resources Infrastructure TAMS CML

rzssh1.informatik.uni-hamburg.de
I exclusive external accessible machine: slogin, sftp . . .
I for direct access to other TAMS / department PCs

I VPN access
I connect to rzssh1 and then to destination machine
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VPN server
Web resources Infrastructure TAMS CML
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VPN server (cont.)
Web resources Infrastructure TAMS CML
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VPN server (cont.)
Web resources Infrastructure TAMS CML

fbivpn.informatik.uni-hamburg.de
I setup: a little bit tricky

I protocol: PPTP
I NT-domain: INFORMATIK
I enable MPPE

I see: HOWTOs for Windows / Linux
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Repository server
Web resources Infrastructure TAMS CML
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Repository server (cont.)
Web resources Infrastructure TAMS CML

I Git- and Subversion repositories
I external access
I requirement: Department account

I project specific: accounts for non university members
I access to all repositories
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IRZ Compute Cluster
Web resources Infrastructure TAMS CML
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IRZ Compute Cluster (cont.)
Web resources Infrastructure TAMS CML

I Linux and Windows resources
I reservations possible
I long run jobs (up to weeks)
I additional resources (on demand) at central computing center
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Windows – rzterms2 windows terminal server
Web resources Infrastructure TAMS CML
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rzterms2 – MS Office
Web resources Infrastructure TAMS CML
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rzterms2 – Windows access permissions
Web resources Infrastructure TAMS CML
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rzterms2 – Windows access permissions (cont.)
Web resources Infrastructure TAMS CML

Windows PC in the INFORMATIK domain
The only/official way to change all permissions and access rights

I only for experienced users!
I you may disable access to your personal files
I do not try Posix-ACLs (from Linux client)
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Software – IRZ: Windows
Web resources Infrastructure TAMS CML
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Software – IRZ: Windows (cont.)
Web resources Infrastructure TAMS CML

I contact: Department RZ (Günther Schättiger)
I license accounting with Adobe, Microsoft
I Microsoft: different licensing mechanisms

I standard desktops: Key Management Service
I connecting regularly to University RZ
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Software – RRZ: Windows / Linux
Web resources Infrastructure TAMS CML
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TAMS – Hardware
Web resources Infrastructure TAMS CML

I about 100 PCs, laptops, dedicated computers etc.
I Labs: F 326, F 329 Pool: F 304, (F 333)
I TAMS PCs and laptops

Type CPU @[GHz] Mem.[GB] HDD/SSD [GB] Graphic Monitor
Desktop
Precision T1600 E3-1245 3.3 8 500 Quadro 2000 23" 1680×1050
Optiplex 7010 i5-3570 3.4 8 500 Quadro 600 24" 1920×1200

GTX670
Optiplex 9020 i5-4570 3.2 8 500 QuadroK600 24" 1920×1200
Optiplex 7040 i5-6500 3.2 16 250 QuadroK620 24" 1920×1200
tams143 2×E5-2690v4 2.6 128 4000 500 GTX1060 24" 1920×1200
tams144 i7-6800K 3.4 64 4000 500 2×GTX1080 24" 1920×1200
Laptop
Latitude E6420 i5-2520M 2.5 4 320 HD 3000 15" 1600×900
Latitude E7240 i5-4300U 1.9 8 256 HD 4400 12.5" 1366×768
Latitude E7470 i5-6300U 2.4 8 256 HD 520 14.1" 1920×1080

A. Mäder – TAMS infrastructure 50 / 67



TAMS – Software
Web resources Infrastructure TAMS CML

I Operating system
I Windows 7 Enterprise (german + english)

no Windows 10 incompatibilities and security issues
I Ubuntu 14.04 + 16.04

I OS policy
I preferences on Linux
⇒ research topic, robot environment/tools, EDA tools . . .

I dual-boot on “old PCs” (500GB disk)
only one OS (Ubuntu) on SSD machines

I Windows usage for MS Office
alternatives: LibreOffice 5.3

Windows Terminal Server rzterms2
Virtual machine with Windows, drawbacks:
licensing, domain integration
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TAMS – Software (cont.)
Web resources Infrastructure TAMS CML

I Windows 7
I MS Office (2013)
I LibreOffice
I Firefox
I Thunderbird
I Java
I 7zip
I . . .

I Ubuntu 14.04 / 16.04
I nearly complete installation: several desktop environments and

the appropriate tools
I programming languages and development tools
I ROS-Indigo / ROS-Kinetic
I Nvidia drivers + Cuda 8.0 local
I Tensorflow (gpu 1.0.1), Theano (0.9.0) local
I TeXLive 2016 local
I LibreOffice 5.3.2 local
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TAMS – Software (cont.)
Web resources Infrastructure TAMS CML

I Eclipse Mars 4.5.2 (Java 7) / Neon 4.6.3 (Java8) local
+ add-ons, -plugins (C, Fortran, Python, PHP, TeX, Arduino. . . )

I . . .
I installed on /informatik2/tams/software $tamsSW

Matlab R2016a, EDA-software: Cadence, Synopsys, Altera. . .
I something missing? / installing local software?

Ask me for assistance, sudo permissions (locally)
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Window Manager
Web resources Infrastructure TAMS CML

I select before login
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Window Manager (cont.)
Web resources Infrastructure TAMS CML

feature-rich, lots of services, slow
I Unity Ubuntu specific; Gnome-based
I Gnome different flavors
I KDE Plasma (KDE5) / KDE4 (on Ubuntu 14.04)

lightweight . . . minimalistic
I XFCE
I LXDE
I Mate
I i3, openbox, fvwm
I . . .
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TAMS – Infrastructure
Web resources Infrastructure TAMS CML
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TAMS – Infrastructure (cont.)
Web resources Infrastructure TAMS CML

https://mafiasi.de/dashboard/
I server hosted by student representation
I TAMS sponsored
I local account needed
I lots of services, TAMS uses

I SoGo calendar services
Web-frontend or CalDAV access

I Dudel “Doodle” like appointment finder
I gogs software repositories
I Redmine project management
I ownCloud cloud storage, file sharing. . .

Web-frontend, PC and Mobile clients
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TAMS – calendar
Web resources Infrastructure TAMS CML
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TAMS – calendar (cont.)
Web resources Infrastructure TAMS CML

I hosted on MAFIA server
I access via Web-frontend: SoGo

CalDAV access to calendar program
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Web – TAMS
Web resources Infrastructure TAMS CML
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Web – TAMS (cont.)
Web resources Infrastructure TAMS CML

https://tams.informatik.uni-hamburg.de/
I direct access via filesystem

/informatik2/tams/public/www/htdocs/ $tamsWWW
I maintenance policy

I TAMS member editable
I every one is responsible for his homepage, project info etc.

I technical basics
I simple php-based webpages and wiki (PmWiki)
I automatic (sub-) menu and navigation generation
I two files: index.php symbolic link to upper file

ln -s ../index.php
index.inc HTML code: body-like, to be edited

I hints, before: umask 002
after: validate page, e.g. https://validator.w3.org/
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TAMS – Wiki
Web resources Infrastructure TAMS CML
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TAMS – Wiki (cont.)
Web resources Infrastructure TAMS CML

https://tams.informatik.uni-hamburg.de/tamsWiki/
I no linked in web pages / “security by obscurity”
I access restricted to department
I feel free to add content
I WARNING: use web access exclusively!

no filesystem editing!

A. Mäder – TAMS infrastructure 63 / 67

https://tams.informatik.uni-hamburg.de/tamsWiki/


CML infrastructure
Web resources Infrastructure TAMS CML
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CML infrastructure (cont.)
Web resources Infrastructure TAMS CML

https://dash.crossmodal-learning.org/dashboard/
I hosted on own local server
I local account needed
I services

I Etherpad collaborative text editing
I SoGo calendar services

Web-frontend or CalDAV access
I Dudel “Doodle” like appointment finder
I gogs software repositories
I ownCloud cloud storage, file sharing. . .

Web-frontend, PC and Mobile clients
I Mattermost chat server

Web-frontend, PC and Mobile clients
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CML – ownCloud
Web resources Infrastructure TAMS CML
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CML – SoGo
Web resources Infrastructure TAMS CML
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